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1.1 The Simple Truth: What a Gateway Is and Why It Matters 

Welcome! Today, we're going to talk about something incredibly important for 
every business, church, or non-profit in our modern world: your digital front 
door. 

Imagine your organization’s physical location – your office, your sanctuary, 
your community center. It has a main entrance, right? A door that people 
walk through, where mail comes in, and where deliveries arrive. Now, think 
about all the valuable things inside: your computers, your financial records, 
sensitive client information, and all the tools you use to do your amazing 
work. 

Your gateway is the digital equivalent of that main entrance. It’s the single 
point where your entire organization connects to the internet. Every email 
you send or receive, every website you visit, every online meeting you attend, 
every piece of data you upload or download – it all flows through this one 
critical point. It is literally where your business touches the internet. 

Why does this matter so much? Because this digital front door is the busiest 
entry point to your valuable digital assets. And, unfortunately, it's also the 
most common target for anyone who wants to cause trouble. Just like you 
wouldn't leave your physical front door wide-open and unguarded, you can't 
afford to leave your digital one exposed. 
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1.2 "The First Line of Defense": Why the Gateway is Your Most Important 
Security Asset 

Because the gateway is where all internet traffic enters and exits your 
network, it naturally becomes your "first line of defense." This isn't just a 
catchy phrase; it's a fundamental principle of effective cybersecurity. 

Think of it like securing a castle. You don't wait for invaders to get inside the 
courtyard or, worse, into the treasure room, before you stop them. You build 
strong walls, a deep moat, and a heavily guarded drawbridge at the very edge 
of your property. That drawbridge and the gatehouse are your first line of 
defense, designed to stop threats as far away from your precious assets as 
possible. 

In the digital world, your gateway acts in precisely the same way. Its job is to 
detect and block threats before they can even reach your computers, your 
servers, or your employees' inboxes. If a malicious email, a sneaky virus, or a 
hacker trying to break in can be stopped at the very entrance, your entire 
internal network remains safer. This proactive approach significantly reduces 
the risk of a breach, data loss, or operational downtime. It's about preventing 
the fire before it even starts, rather than just trying to put it out once it's 
already raging inside your walls. 
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1.3 The Analogies: How a Firewall Is Like a Bouncer and a Guard Dog 

To truly understand what your gateway, specifically a SonicWall TZ-series 
appliance, does, let's use some simple analogies. 

First, imagine your gateway as a bouncer at an exclusive club. Every single 
person (or, in this case, every piece of data) trying to enter your network has 
to pass by this bouncer. The bouncer has a strict set of rules: 

• "Are you on the guest list?" (Is this connection allowed by our security 
policies?) 

• "Do you look suspicious?" (Does this data packet resemble known 
malicious activity?) 

• "Are you trying to sneak in something you shouldn't?" (Are you trying to 
exploit a vulnerability?) 

If the answer to any of these is "yes," the bouncer politely but firmly denies 
entry. This is the core function of a firewall: it controls incoming and 
outgoing network traffic based on predetermined security rules. 

Now, let's add a highly trained guard dog to that bouncer. This guard dog 
isn't just checking ID; it's sniffing out danger. It's looking for hidden threats, 
something that might look innocent on the surface but has a malicious 
intent. 

• The guard dog might hear a tiny rustle in the bushes that the bouncer 
misses (detecting subtle intrusion attempts). 

• It can identify someone carrying a suspicious package that the 
bouncer didn't notice (scanning for hidden malware). 

• It's constantly on alert, even when things seem quiet (providing 
continuous threat protection). 
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This guard dog represents the more advanced security features that we'll 
discuss, like anti-virus and intrusion prevention. Together, the bouncer and 
the guard dog form an incredibly effective team, making sure that only the 
good stuff gets in, and anything bad is immediately turned away at the digital 
front door. 

That's the fundamental role of your gateway: to be the vigilant, intelligent, 
and impenetrable FIRST LINE OF DEFENSE for your entire organization. 
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Chapter 2: The SonicWall TZ-series Appliance 
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2.1 Introducing Your Digital Security Guard: A Look at the SonicWall TZ-
series 

In the last chapter, we talked about how a gateway is your digital front door—
your FIRST LINE OF DEFENSE. Now, let’s talk about the specific piece of 
technology (we highly recommend) that stands guard at that door: the 
SonicWall TZ-series appliance. 

You may have a router at your home or office right now. It’s the little box with 
blinking lights that gives you Wi-Fi and connects your devices to the internet. 
A SonicWall appliance looks a little bit like that, but what’s inside is 
completely different. 

Think of a standard router as a city's welcome sign. It tells traffic where to go, 
but it doesn't do much to control who gets in. The SonicWall TZ-series, on the 
other hand, is the fully staffed checkpoint at the city limits. Its entire purpose 
is to inspect every car, truck, and person trying to get in, and its capabilities 
go far beyond simply routing traffic. 
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2.2 More Than Just a Router: How the TZ-series Stands Apart 

The SonicWall TZ-series is a next-generation firewall, which is a big, official-
sounding term for something very simple: it’s a smart, integrated security 
appliance that can do many different jobs at once. 

A normal router and firewall have one job: to let good traffic in and block 
some obviously bad traffic. A next-generation firewall has dozens of jobs. It is 
constantly scanning, inspecting, and analyzing data in real-time. It can see 
the difference between a normal user downloading a file and a cybercriminal 
trying to run malicious software. It can look deep inside data packets to find 
hidden threats that a simple firewall would miss. 

In short, a standard router simply directs traffic. The SonicWall TZ-series 
actively protects your traffic. It is your network's brain and bodyguard, 
working together to keep you safe from a constantly evolving list of threats. 
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2.3 Key Features: What a SonicWall Can Do Out of the Box 

Even before you add on its advanced services (which we’ll get to in the next 
chapter), the SonicWall TZ-series is a powerful security tool. Here are a few 
of the foundational features it provides: 

• High-Speed Network Performance: The SonicWall is built to be fast. 
It ensures that security doesn't slow down your business operations. 
It can inspect all your traffic without causing a traffic jam, which is 
essential for things like fast internet browsing and clear online video 
calls. 

• Basic Firewall Protection: At its core, it's still an excellent firewall. It 
creates a secure boundary between your network and the internet, 
blocking unauthorized access and only allowing approved traffic to 
pass through. 

• Secure Wireless Connectivity: When selecting a SonicWall with 
Wireless Services built-in, the TZ-series can also manage your Wi-Fi, 
allowing you to set up separate, secure wireless networks for guests 
and staff. This keeps guests from accidentally or intentionally 
accessing your internal network, adding another layer of security. 

• VPN (Virtual Private Network) Capability: A SonicWall can create a 
secure tunnel for you to access your business network from a remote 
location, like your home or a coffee shop. This allows you to work 
securely, knowing that your data is encrypted and protected. 

These foundational features make the SonicWall appliance a robust piece of 
security hardware. But to truly unlock its power and keep it ahead of modern 
threats, it needs its software and security updates—which is what the APSS 
is all about. 
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3.1 Understanding APSS: It’s Not Just a Name, It’s a Service 

In the last chapter, we looked at the SonicWall TZ-series appliance as the 
digital security guard for your business. Now, let’s talk about what gives that 
guard its intelligence, its training, and its most powerful tools: the Advanced 
Protection Service Suite, or APSS. 

The APSS is the heart and brain of your SonicWall. Without it, the appliance is 
just a powerful piece of hardware, like an expensive computer that’s not 
connected to the internet. With the APSS, it becomes a living, learning, and 
constantly adapting defense system. It’s what gives the SonicWall the ability 
to identify new and emerging threats in real time. 
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3.2 The Subscription Model: Why Constant Updates Are Non-Negotiable 

You may be wondering why the APSS is a subscription and not just a one-
time purchase. The simple answer is that cybersecurity is not a one-and-
done problem. Think about it: The people who want to break into your 
network are working 24/7 to create new ways to do it. Just as new vaccines 
are developed to fight new viruses, new security defenses must be created to 
fight new threats. 

The APSS is a subscription service that provides your SonicWall with these 
essential, continuous updates. This subscription is what allows your security 
appliance to learn about the latest viruses, the newest malware strains, and 
the most recent hacking techniques as soon as they are discovered. Without 
this subscription, your SonicWall would be defending against last year’s 
threats, leaving your business vulnerable to tomorrow’s attacks. 
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3.3 Crucial Clarity: The APSS is a Subscription Service (Not a One-Time 
Purchase) 

Let’s be crystal clear about this because it is the most important part of your 
long-term security. The APSS is not a one-time purchase. It is a recurring 
service that will need to be renewed in the future. 

Imagine paying a single fee for a security guard to stand at your front door for 
a day and then expecting him to stand there for a year, never needing to eat or 
sleep or be updated on new threats. That’s unrealistic. 

With the APSS, you are paying for constant, expert protection. You are paying 
for the team of security analysts at SonicWall who are working around the 
clock to find and catalog new threats. And you are paying for those new 
security updates to be delivered automatically to your appliance. This is why 
a simple one-time purchase just isn't an option if you want to be truly secure. 
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3.4 Recommended Terms: Why Core 6+ Highly Recommends a 3- or 5-
Year Subscription 

Now that you understand why APSS is a subscription, let's talk about the best 
way to manage it. The APSS service is available in 1, 3, or 5-year terms. 

Core 6+ highly recommends a three-year or five-year APSS subscription 
when you purchase a new SonicWall appliance or renew your existing one. 

Why? Because security is a long-term commitment. Choosing a multi-year 
subscription ensures that your gateway remains protected for years to come 
without interruption. It also provides the best value, as the cost per year is 
significantly lower on a three- or five-year plan than on a one-year plan. It’s a 
smart, strategic investment that gives you peace of mind, knowing your first 
line of defense is continuously and reliably protected. 
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Chapter 4: Breaking Down the Security Services (APSS Features) 

Now that you know what APSS is and why it's a subscription, let’s look at the 
powerful tools it provides. Think of the APSS not as a single security feature, 
but as a full team of experts working together to defend your digital front 
door. 
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4.1 Gateway Anti-Virus, Anti-Spyware & Intrusion Prevention: Your 
Automated Bouncer 

This is the most direct and crucial part of the APSS. It's your digital bouncer, 
scanning every single file and every piece of data trying to enter your 
network. It's looking for anything that matches a known digital threat—like a 
virus, spyware, or malware. 

• Gateway Anti-Virus: Imagine a computer virus as a digital flu. It 
spreads from one computer to another, causing damage. Gateway 
Anti-Virus is a real-time scanner that stands at your front door, 
inspecting every file for a virus signature. If it finds one, it blocks the 
file instantly, preventing the virus from ever reaching a computer in 
your office. 

• Anti-Spyware: Spyware is a sneaky piece of software that tries to 
secretly gather information from your computer. Anti-Spyware is like a 
digital private eye at your gateway, looking for any attempts to steal 
data and stopping it before it can even start. 

• Intrusion Prevention: This is your security alarm system. It's 
designed to stop hackers who are trying to exploit a known 
vulnerability in your software. If a hacker tries to get in using a 
common method, the Intrusion Prevention service recognizes the 
signature and immediately blocks them, raising an alarm and locking 
the digital door. 
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4.2 Content Filtering: Your Digital Traffic Director 

This is a powerful tool for productivity and security. Content Filtering allows 
you to control which types of websites your users can visit. This isn't about 
micromanagement; it's about reducing risk. 

Malicious websites are a primary source of viruses and malware. If an 
employee accidentally clicks on a link that leads to a dangerous site, 
Content Filtering can automatically block the connection, preventing a 
security incident. You can also use it to block access to inappropriate or non-
work-related sites that could drain productivity. It's like having a helpful 
traffic director who guides everyone to safe digital streets and keeps them off 
the dangerous back alleys. 
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4.3 Application Control: The Rulebook for Your Network 

Application Control gives you the power to manage how applications behave 
on your network. Think of it as a set of rules for all the programs trying to 
access the internet. 

For example, you can use it to block peer-to-peer file sharing applications 
that are a common way for malware to spread. You can also restrict certain 
social media or streaming services during business hours to ensure your 
network bandwidth is being used for critical business functions. This gives 
you a high degree of control over the digital behavior of your network, 
ensuring that all traffic is safe and purposeful. 
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4.4 DNS Filtering: Your Digital Road Map 

You know how your phone or car uses a GPS to find the right address? DNS 
Filtering works in a very similar way for your internet traffic. It acts as a digital 
road map for your network, making sure that every device is only ever 
directed to safe, legitimate destinations. 

When you type in a website name—like "google.com" or 
"yourcompany.com"—your computer has to ask for directions to that site's 
actual location (its IP address). DNS Filtering intercepts that request and 
checks it against a massive, continuously updated list of known malicious, 
unsafe, or inappropriate websites. 

Think of it like having a security guard standing at every road sign. 

• If you try to go to a known dangerous neighborhood—a site with 
phishing scams, viruses, or malware—the guard will immediately put 
up a roadblock. You will never even reach the dangerous destination. 

• If someone in your office tries to visit a website that you’ve marked as 
unproductive or inappropriate, the guard will simply say, "Access 
Denied." 

This is a powerful and essential layer of protection because it works on every 
device, whether it's a desktop computer, a laptop, a tablet, or a phone. It’s an 
effective way to prevent your team from accidentally navigating to a 
dangerous place on the internet, which is a common way that threats get into 
a business. 
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4.5 Geo-IP Filtering: Your Global Boundary 

Not all digital traffic is created equal, and not all threats come from your 
local neighborhood. Many cyberattacks originate from specific countries that 
are known for cybercrime. 

Geo-IP Filtering is a feature that allows your SonicWall to act like a global 
border patrol agent. It automatically identifies the geographical location of 
incoming and outgoing internet traffic and gives you the power to block traffic 
from entire countries. 

Think of it like setting up a guest list for a party. You know who you want to 
invite, and you can easily deny entry to anyone who comes from a country 
that you've deemed as high-risk. For example, if your business only operates 
in the United States and has no reason to connect with servers in a country 
known for cyberattacks, Geo-IP Filtering can simply block all traffic from that 
region at your gateway. 

This is an incredibly effective way to reduce your digital threat landscape. It's 
a proactive security measure that closes off a huge portion of the globe to 
potential attackers, without affecting your day-to-day business operations. 
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4.6 Deep Packet Inspection: The X-Ray Scanner 

Most of the internet traffic today is encrypted, which is a good thing! 
Encryption is like putting a secure digital lock on your data, so it can't be read 
by anyone except the intended recipient. However, this also means that a 
simple firewall can't see if there is a threat hidden inside that encrypted 
traffic. 

This is where Deep Packet Inspection (DPI) comes in. 

Think of DPI as an airport security scanner or an x-ray machine for every 
piece of data. It can look inside encrypted "packages" without breaking the 
encryption. It's an essential security feature because it allows your SonicWall 
to do its job, even when the traffic is trying to stay hidden. 

• DPI with TLS/SSL: Most of today's web traffic uses HTTPS, which is a 
secure, encrypted connection. Without DPI, your firewall would only 
see a sealed box and would have to trust that there's nothing 
malicious inside. But with DPI, your SonicWall can open that box, 
scan for threats like malware or viruses, and then re-seal it instantly 
before it's delivered to your computer. 

This capability is a critical part of modern cybersecurity. It means your 
SonicWall is not just inspecting the envelope; it is inspecting the letter and its 
contents. It provides a level of protection that a standard firewall cannot 
match, ensuring no malicious content is hiding inside what looks like safe, 
encrypted traffic. 
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4.7 Other Key Features in the APSS Suite 

The APSS includes even more services designed to give you a complete, 
proactive defense, such as: 

• Capture Advanced Threat Protection (ATP): A multi-engine 
sandboxing technology that uses machine learning and memory 
inspection to detect and block unknown and zero-day threats before 
they enter your network.  

• Real-Time Deep Memory Inspection (RTDMI): A core component of 
Capture ATP that inspects memory directly to detect and block 
advanced malware and zero-day threats.  

• Advanced Reporting and Analytics: Delivers deep insights into 
network activity and security events, often through the cloud-
based Network Security Manager (NSM).  
 

• Cloud Gateway Anti-Virus: This provides a second layer of anti-virus 
protection in the cloud, catching threats that might have been missed 
by the first layer. 

• Support: With a subscription, you get access to SonicWall's expert 
support team, ensuring that your appliance is always working at peak 
performance. 

Each of these services works together, creating a multi-layered security 
system that's constantly on guard, protecting your business from the wide 
range of threats that exist in the digital world today. 
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Chapter 5: The SonicWall and Your Business 

  

https://core6plus.com/


Visit https://Core6Plus.com to learn more. 

 

5.1 A Day in the Life: How the SonicWall Appliance Works for You 

So far, we've broken down the what and the why of the SonicWall. Now, let’s 
bring it to life with a typical day at your business. 

Imagine it's a normal Tuesday morning. Your team arrives, turns on their 
computers, and gets to work. While they’re focused on serving clients, 
completing projects, and making a difference in your community, your 
SonicWall appliance is working silently in the background, making thousands 
of critical security decisions every minute. 
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• A team member tries to visit a website to research a competitor. Your 
SonicWall's Content Filtering service checks the site, confirms it’s 
safe, and allows the traffic to pass. 

• An employee gets an email with a file attached from a sender they 
don’t know. Your SonicWall's Gateway Anti-Virus scans the 
attachment, identifies a hidden malicious code, and blocks the file 
instantly, preventing a virus from ever reaching the employee’s 
computer. 

• Your office manager needs to quickly check some files on the 
company server while working from home. Their laptop connects 
through the VPN, creating a secure, encrypted tunnel that protects 
the data from any prying eyes on the public internet. 

• In the middle of the night, a hacker attempts to probe your network, 
looking for a weakness. Your SonicWall's Intrusion Prevention 
service recognizes the malicious signature, blocks the attempt, and 
logs the incident, all without you or anyone on your team ever knowing 
it happened. 

This is the power of a proactive security gateway. It’s not just a box sitting in 
your server room; it's a tireless, intelligent security guard that works 24/7, 
even when everyone else is off the clock. 
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5.2 The Core 6+ Partnership: How We Ensure Your Gateway is Always 
Protected 

Having a powerful appliance is only one part of the equation. To ensure your 
SonicWall is always working at peak performance, it needs to be properly 
configured, monitored, and maintained. 

This is where the Core 6+ partnership comes in. We manage and support 
your SonicWall for you, so you don't have to. We ensure that your APSS 
subscription is always active, that your security policies are updated to meet 
new threats, and that the appliance is running smoothly. We take on the 
technical burden of cybersecurity so you and your team can focus on what 
matters most: running your business. 

Think of us as the security director for your digital fortress. You own the castle 
and the security system, and we provide the expert staff to run it flawlessly, 
ensuring your first line of defense is always strong and effective. 
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5.3 A Resilient Security Stance: The Power of Proactive Defense 

At the end of the day, a SonicWall TZ-series appliance with the APSS suite is 
more than just a purchase; it's a strategic investment in your business’s 
future. It provides a resilient security stance—a state of preparedness and 
strength that allows you to operate with confidence. 

By placing your trust in a powerful gateway and a proactive partner, you are 
making a conscious decision to defend against the unseen threats of the 
digital world. You are choosing prevention over reaction. This commitment to 
security not only protects your valuable assets but also gives you and your 
team the peace of mind to focus on growth and success. 
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Chapter 6: Final Thoughts 
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6.1 A Summary of What Matters Most 

We’ve covered a lot of ground, from the big picture of your digital front door to 
the specific, powerful services that protect it. As we bring this guide to a 
close, let’s quickly summarize the most important takeaways: 

1. Your Gateway is Your First Line of Defense: All traffic in and out of 
your business travels through your gateway. This makes it the most 
critical point of protection in your entire digital environment. 

2. The SonicWall TZ-series is a Professional Security Appliance: It's 
more than just a simple router; it’s a powerful, dedicated fortress 
designed to stand guard at your digital front door. 

3. The APSS is the Brains of the Operation: This is the essential 
subscription service that provides your SonicWall with the continuous 
intelligence and updates it needs to protect you from the latest and 
most sophisticated threats. 

4. Security is an Ongoing Commitment: Because cyber threats are 
always changing, a one-time purchase is not enough. The APSS 
subscription ensures your defense is always current and reliable. 

5. A Proactive Approach Saves You from Reactive Headaches: The 
investment you make in your gateway is an investment in prevention. 
It is designed to stop a problem before it can ever cause a major 
disruption to your business or non-profit. 
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6.2 Your Gateway, Your Responsibility: Empowering You as a Decision-
Maker 

In the end, making smart cybersecurity decisions is not about being a 
technical expert. It's about being a great leader and a good steward of your 
organization's assets and reputation. 

By understanding the importance of your gateway, the power of a SonicWall 
TZ-series appliance, and the necessity of its APSS subscription, you are 
making an informed, proactive decision. You are choosing to fortify your 
digital front door and take control of your security. 

This is not a simple purchase; it is a declaration that you will not leave your 
organization’s safety to chance. It is a strategic move that provides a strong 
foundation for your entire cybersecurity plan, giving you and your team the 
freedom and peace of mind to focus on what truly matters: your mission. 
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Your Strategic CyberSecurity Provider (SCP)
 

Core 6+ is your Strategic CyberSecurity Provider (SCP) — a partner 
focused exclusively on protecting your organization from today’s ever-
evolving cyber threats. Unlike traditional MSPs that primarily handle IT labor 
and computer fixes, Core 6+ delivers the world's best, proactive 
cybersecurity protection applications and defense tools through layered 
solutions like Gateway Protection, SOC-managed EDR, NOC-managed Daily 
Patching and Preventative Maintenance, Web Protection and DNS Filtering, 
Data Backups, and more. Core 6+ augments and works directly with your 
trusted IT support – whether that be internal staff or external contractor.  
Core 6+ wants to help augment your team by providing 24/7 real-time,  
all-the-time protection, Where You Want It Most — giving you the freedom to 
choose only what you need, at a price you can actually afford. 

Traditional MSPs tend to - and often want to - live on one end of the service 
spectrum with fully “Done For You” services option, which always include 
high fees and retainers. Whereas, at the other end of that spectrum, where 
most small businesses and nonprofits are, the only option for cybersecurity 
protection seems to be: (Pay Way Too Much, or) “Do It Yourself” - literally 
leaving small businesses and nonprofits on their own, with no professional 
guidance, and with no real safety net.  

Core 6+, as your SCP, bridges that gap. Giving organizations - of every size - 
the freedom to handle as much of their own IT and computer support as they 
want and have been doing for years.  Core 6+ works with whoever your 
trusted IT support person is...  And, if need be, Core 6+ can help you find 
local IT Partners to provide complete, hands-on service when needed.  

With Core 6+, as your SCP, partnering with your trusted IT support you can 
get the perfect blend of CyberSecurity Protection, IT independence and the 
expert (augmented) backup support if, or whenever needed. 
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