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BUSINESS NETWORK SECURITY PLUS

VPN AND SECURITY
NEXT-GENERATION FIREWALL (NGFW)

Comprehensive Gateway Security For Today’s Cyber-Threats!

Get Enterprise-Grade
Gateway Protection from
Intrusion, Malware and
Ransomware Without
the Enterprise Cost.

In today’s world of ever-evolving network security
threats and the growing sophistication of cyber-
attacks, small businesses face large challenges
when it comes to defending their networks, their
data and their reputation.

Keeping up with the continual changes in threat
management and network security protection can
be an impossible task, if left to a human element.

Introducing the SonicWall TZ350 Enterprise-Grade
Security Appliance with Comprehensive Gateway
Security and Integrated Threat Prevention.

This Comprehensive Gateway Security solution
includes advanced Intrusion Prevention Services,
Application Intelligence Control, Content Filtering,
ICSA-Certified Gateway Anti-Virus/Anti-Spyware
Protection, as well as Deep-Packet Inspection.

The SonicWall TZ350 Security Appliance
provides a Unified Security Solution at a
Low Total Cost of Ownership (TCO).

Flexible, Integrated Security Solution

SonicOS, which is SonicWall’s feature-rich operating
system, includes a powerful set of capabilities
providing organizations with the flexibility to tune
these Unified Threat Management (UTM) firewalls to
their own specific network requirements, creating a
customized Security Solution.

Stop Known Threats and Attacks with the
SonicWall Integrated Security Suite.

Superior Threat Prevention

Securing your business network in today’s always-
changing cyber threat landscape is now automated,
with real-time threat detection and prevention.

The SonicWall Comprehensive Gateway Security
Suite (CGSS) keeps your network safe from viruses,
intrusions, botnets, spyware, Trojans, and worms, as
well as other malicious attacks.

Comprehensive Content Filtering

You can control user access to any inappropriate,
unproductive and/or any potentially illegal - or any
otherwise unwanted - web content and websites
with customizable Content Filtering Profiles.

Around The Clock Protection

Even before threats are identified, the SonicWall
Security Appliances and the CGSS applications are
automatically updated with the new profiles and
signatures for the most recent global threats.
Armed with these daily updates, and ensuring you
have the most current protection, SonicWall stops
new attacks before they can enter your network.

Integrated Threat Prevention

Gateway Security You Can Actually Afford!
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SONICWALL TZ350

Features and Specifications

Firewall and Security Features Include:
« Stateful Packet Inspection
 Reassembly-free Deep Packet Inspection
 DDoS Attack Protection
« Capture Advanced Threat Protection
e Intrusion Prevention
* Global Geo-IP Filtering and Blocking
» Botnet Filtering and Blocking
« Stream-based Malware Scanning
e Gateway Anti-Virus
 Gateway Anti-Spyware
« Bi-Direction Inspection
« Application Identification and Control
« Data Leakage Prevention
« Traffic Visualization and Analytics
e User Activity Reports
« Application/Bandwidth/Threat Reports
* HTTP/HTTPS Web Content Filtering
 URL Filtering and Keyword Blocking
* Policy-based Filtering (Inclusion/Exclusion)
« Secure SD-WAN VPN
* [PSec VPN for Site-to-Site Connectivity
» SSL VPN for IPSec Client Remote Access
» VPN Mobile Connect Clients (i0S, Android)
 And So Much More!

Firewall Inspection Throughput
1.0 Gbps

Application Inspection Throughput
600 Mbps

Intrusion Prevention Throughput
400 Mbps

Threat Prevention Throughput
335 Mbps

Ethernet Ports
5 x 1 Gigabit Ethernet

USB Ports - Cellular Hotspot
1 USB (5G/4GILTE Capable)

SonicWall TZ350 Provides Superior
Threat Prevention and Performance!
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